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On the Security of BioEncoding Based Cancelable Biometrics
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SUMMARY Proving the security of cancelable biometrics and other

template protection techniques is a key prerequisite for the widespread de-

ployment of biometric technologies. BioEncoding is a cancelable biomet-

rics scheme that has been proposed recently to protect biometric templates

represented as binary strings like iris codes. Unlike other template protec-

tion schemes, BioEncoding does not require user-specific keys or tokens.

Moreover, it satisfies the requirements of untraceable biometrics without

sacrificing the matching accuracy. However, the security of BioEncoding

against smart attacks, such as correlation and optimization-based attacks,

has to be proved before recommending it for practical deployment. In this

paper, the security of BioEncopding, in terms of both non-invertibility and

privacy protection, is analyzed. First, resistance of protected templates gen-

erated using BioEncoding against brute-force search attacks is revisited

rigorously. Then, vulnerabilities of BioEncoding with respect to correla-

tion attacks and optimization based attacks are identified and explained.

Furthermore, an important modification to the BioEncoding algorithm is

proposed to enhance its security against correlation attacks. The effect of

integrating this modification into BioEncoding is validated and its impact

on the matching accuracy is investigated empirically using CASIA-IrisV3-

Interval dataset. Experimental results confirm the efficacy of the proposed

modification and show that it has no negative impact on the matching ac-

curacy.

key words: template protection, cancelable biometrics, BioEncoding, cor-
relation attacks, optimization based attacks

1. Introduction

Although biometrics-based authentication systems exhibit
many usability advantages over traditional authentication
systems, they suffer from several security and privacy con-
cerns [1]. As a result, many template protection techniques
have been proposed in the last few years to deal with these
issues [2]. Generally, template protection techniques may be
classified into two main categories; namely, biometric en-
cryption (BE) and cancelable biometrics (CB). In BE tech-
niques, such as fuzzy commitment [3], fuzzy extractors [4],
and fuzzy vaults [5], biometric templates are linked with
a user-specific key to produce a biometrically encrypted
pseudo-identity for the user so that the key can be released
only if the true biometric template is present on verifica-
tion. On the other hand, CB methods, such as distorting
transforms [6], BioHashing [7], and BioEncoding [8], gen-
erate revocable protected templates from true biometric tem-
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plates through applying different non-invertible transforms
to true templates in different applications. Matching is done
in the transform domain after applying the same transform
(applied in enrollment) to a fresh template during authenti-
cation. Any template protection scheme should satisfy the
following requirements [9]:
Accuracy A template protection scheme should not intro-

duce significant degradation in the recognition perfor-
mance of the unprotected biometric system.

Revocability It should be easy to revoke (cancel) a pro-
tected template if it is stolen or compromised.

Irreversibility Retrieving original templates from pro-
tected ones should be computationally infeasible.

Diversity It should be possible to generate large number
of protected templates (to be used in different applica-
tions) for the same biometric.

Unlinkability It should not be possible for an adversary to
determine whether different protected templates belong
to the same user.

Although much attention has been given to proving the ac-
curacy and revocability requirements in almost all template
protection methods proposed in the literature so far, less at-
tention has been paid to analyzing the security of such sys-
tems rigorously. Just recently, a few researchers have stud-
ied the security flaws of some template protection schemes.
Scheirer and Boult [10] showed theoretically that both the
fingerprint biometric encryption algorithm of Soutar et al.
[11] and the fuzzy vault scheme [4] are vulnerable to three
different classes of attacks and they concluded that both
techniques are not suitable for preserving privacy or enhanc-
ing security of biometric templates. Adler [12] discussed the
vulnerability of the method in [11] to the hill climbing attack
and the experimental results showed that an estimate of the
enrolled biometric image could be regenerated and hence
the stored secret could be released assuming that the sys-
tem leaks information on the matching score. Kholmatov
and Yanikoglu [13] realized the correlation attack against
the fuzzy vault scheme using fingerprints, and the obtained
results proved that the fuzzy vault scheme is indeed vulner-
able to correlation attacks. Nagar et al. [14] analyzed the se-
curity of two well-known cancelable biometrics techniques,
namely, distorting transforms for fingerprints [6] and Bio-
Hashing [7], and their analysis showed that both techniques
are susceptible to invertibility attacks. Zhou and Kalker [15]
argued that essential information about the original biomet-
ric features could be leaked if an attacker gained access to
more BioHashes of the same user. Zhou et al. [16] described
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how the correlation of biometric features could be exploited
to attack fuzzy extractors-based techniques. Simoens et
al. [17] demonstrated how protected templates generated
by code-offset [3] and bit-permutation sketches [4] can be
linked and reversed. BioEncoding [8] is a recently proposed
CB scheme for protecting standard iris codes∗ [18] that of-
fers several advantages over other CB techniques. It has
been shown in [8] that protected templates, referred to as
BioCodes, generated from true templates can be used effi-
ciently to verify the user identity without deteriorating the
recognition accuracy achieved using original (unprotected)
recognition systems. Besides, unlike other template pro-
tection systems, BioEncoding can be used as a one-factor
(tokenless) method. Moreover, it is easy to implement and
can be integrated simply with current iris recognition sys-
tems. Therefore, we believe that if the security of BioEn-
coding against different possible attacks is proved, it would
be one of the most suitable template protection candidates
for widespread deployment. In this paper, the security as-
pects of BioEncoding are discussed rigorously. First, we
investigate the vulnerabilities of BioEncoding with respect
to different categories of threats and attacks. Then, a sim-
ple yet effective modification to BioEncoding is proposed
to enhance the irreversibility and privacy of BioCodes. The
impact of integrating the proposed modification into BioEn-
coding on both security and matching accuracy is discussed.
The rest of this paper is organized as follows. In Sect. 2,
the main procedure of BioEncoding is reviewed. In Sect.
3, different security aspects of BioEncoding are discussed.
In Sect. 4, we describe some methods for securing BioEn-
coding against reversibility and privacy threats. Section 5
presents a set of experiments for validating our theoretical
security analysis. Finally, Section 6 concludes the paper.

2. BioEncoding Overview

The basic idea behind BioEncoding lies in employing ran-
dom addressing of a set of randomly generated binary dig-
its in order to achieve the irreversibility property of CB.
The main advantage of BioEncoding is that no user-specific
key/password needs to be associated with each user. Rather,
the random sequence employed in the cancelable transfor-
mation process of BioEncoding can be set common to all
users. Hence, this random sequence can be stored centrally
in the application database. The transformation process of
BioEncoding, illustrated in Fig. 1, can be summarized in the
following steps [8]:

1. Group bits of the true binary template T into n/m words
of fixed length m, where n is the number of bits in T and
‘/’ denotes integer division with truncation of the result
toward zero.

2. Generate a (pseudo-) random sequence S of length l
= 2m using a random seed that can be stored in a cen-
tralized storage (application database).

∗In fact, BioEncoding can be applied to the binary representa-
tion of any biometrics modality

Fig. 1 Illustration of BioEncoding transformation process where m = 3.

3. Map each word in T to a single bit value in S whose
location is addressed by the value in that word.

4. Constitute the protected BioCode from the set of n/m
addressed bits.

5. Store the BioCode in the centralized storage and dis-
card the original (unprotected) template.

An example of the transformation process of BioEncoding
where n = 30, m = 3, and l = 8 is shown in Fig.1.

Fortunately, the discrimination between the resulting
BioCodes is due to the variation existing between the
true templates and not resulted from the random sequence.
Hence, the same random sequence could be used with all
users and that is why BioEncoding can be employed with-
out the need for physical user-specific tokens since there no
user-specific information that need to be stored.

On the other hand, it is straightforward to show that
BioEncoding meets the requirements of the cancelable bio-
metrics construct. For the revocability requirement, in case
of compromising the stored BioCodes, changing the ran-
dom sequence and re-enrolling the users would generate a
new set of protected BioCodes. Regarding the diversity re-
quirement, it is possible to generate a large number of dif-
ferent BioCodes especially for large address words since 22m

different random sequences can be generated using address
words of length m. For the non-invertibility requirement, the
many-to-one nature of the transformation process can guar-
antee its irreversibility. In [8], it has been shown that BioEn-
coding is robust against the brute-force search attacks.

It is worth noting that the enrolment and verification
templates might be not aligned sufficiently due to rotational
inconsistencies caused by head tilt during the acquisition
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of iris images. Therefore, the verification template should
be shifted several times in both directions, as suggested
by Daugman [18], and then the BioEncoding transforma-
tion process should be repeated after each shift. Only the
BioCode that gives the smallest Hamming distance with the
enrolment BioCode is considered as explained in [8].

3. Security Vulnerabilities of BioEncoding

The main motivation behind developing cancelable biomet-
rics and other template protection constructs is to address
two specific issues that are inherent to the use of biometrics
in identity authentication; these are, protecting biometric
features from unauthorized disclosure and preserving users’
privacy. The importance of preserving biometric features
undisclosed to adversaries is due to the fact that each per-
son has a limited number of permanently associated bio-
metric traits and hence if a biometric trait is compromised,
revoking it would not be as easy as revoking compromised
passwords or tokens. Moreover, sensitive personal informa-
tion such as kinship, gender, or diseases that a person may
be suffering from, could be disclosed if the true biometric
features are revealed [17]. That is why protected templates
are required to be noninvertible. However, even if it is en-
sured that biometric features cannot be disclosed to adver-
saries, users’ privacy could still be exposed to attackers who
may try to track users across applications, via using cross-
matching between different databases, to, for example, de-
termine whether they are registered in a particular applica-
tion or not. That is why template protection techniques are
required to generate a large number of diverse (un-linkable)
protected templates from the same biometric data.

Thus, based on these two underlying objectives, the se-
curity of any template protection scheme should be assessed
in accordance to two main criteria [19]: 1) irreversibility,
and ii) diversity. In this section, we discuss the most impor-
tant security issues and threats that are related to template
protection systems in general and BioEncoded templates in
particular according to the mentioned criteria.

3.1 Reversibility Attacks

With respect to reversibility attacks, three different cate-
gories of attacks are investigated; namely, brute-force search
attacks, correlation attacks (a.k.a record multiplicity attacks)
and optimization-based attacks. For all attacks, we assume
that the attacker is familiar with the encoding algorithm and
the random sequence S is known. Moreover, we assume
that the attacker can gain access to the matching score in the
optimization-based attacks.

3.1.1 Brute Force Search Attacks

In a brute-force attack, an attacker tries every possible solu-
tion in the solution space until he finds the one he searches
for. A template protection system is secure enough if this
attack is computationally infeasible and if no other attack is

Fig. 2 Example of BioCode inversion via brute-force search (m = 3).

computationally less expensive than it.
In BioEncoding, the number of zeros in S (the random

sequence used in the mapping process) is expected to be
equal to the number of ones ≈ 2m−1, where m is the length of
any address word in the true (binary) template. Therefore,
every bit in a given BioCode could be originated from 2m−1

address words in the true template, as illustrated in Fig. 2
(for m = 3). If the number of bits in a given template is n,
the number of bits in BioCodes generated from that template
would be n/m bits and hence an attacker needs to make, at
most, (2m−1)n/m (≈ 2n, when m is large) trails in order to
recover all the bits in the original template. That is, recov-
ering the original template from a compromised BioCode
(together with its corresponding random sequence S ) is al-
most as difficult as guessing the values of all the bits in the
true template, which is computationally infeasible.

However, it might be sufficient to recover specific per-
centage of the original bits rather than recovering the orig-
inal template entirely. For example, different iris codes for
the same eye could differ in 10 − 20% of the bits [4] and
hence iris codes that are similar in 80% of their bits can be
considered as belonging to the same eye. Therefore, it is
important to investigate not only the probability of recover-
ing the (exact) true template using a single guess but also
to measure the similarity between the true template and the
reversed pattern using a single random guess.

BioEncoding would be robust against brute-force
search attacks if the normalized Hamming distance between
the true template and a randomly guessed pattern ≈ 0.5.
Both high and low Hamming distances would leak some
information about the true template since high distances
would indicate larger similarity between the true template
and the inverse of the guessed pattern.

If an adversary gained access to a protected BioCode
along with its corresponding random sequence S , he would
try to reverse the true template by reversing each zero or one
in the BioCode through selecting (randomly) one address
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Table 1 Hamming distances between 3-bit words

3-bit words Hamming distance
wi b2 b1 b0 dH = 0 dH = 1 dH = 2 dH = 3
w0 0 0 0 w0 w1,w2,w4 w3,w5,w6 w7

w1 0 0 1 w1 w0,w3,w5 w2,w4,w7 w6

w2 0 1 0 w2 w0,w3,w6 w1,w4,w7 w5

w3 0 1 1 w3 w1,w2,w7 w0,w5,w6 w4

w4 1 0 0 w4 w0,w5,w6 w1,w2,w7 w3

w5 1 0 1 w5 w1,w4,w7 w0,w3,w6 w2

w6 1 1 0 w6 w2,w4,w7 w0,w3,w5 w1

w7 1 1 1 w7 w3,w5,w6 w1,w2,w4 w0

word from all words that address the value of ‘0’ or ‘1’,
respectively. In order to formally analyze the effectiveness
of this reversing strategy, we need to recall the following
two facts: 1) the Hamming distance, dH , between any two
different m-bit words, wi and wj, could be a value that ranges

from 1 to m, and 2) for any m-bit word wi, there are
(

m
k

)
words, wj, that have the same length m and differ with wi in
exactly k bits, that is dH(wi,wj) = k. For example, for any

3-bit word in Table 1, there are
(

3
1

)
words differ in 1 bit,

(
3
2

)
words differ in 2 bits, one word,

(
3
3

)
, differs in the three bits,

and one word that does not differ in any bit (itself).
Denoting the true word and the reversed word by wtrue

and wrev, respectively, and letting wk to be any binary word
that differs from wtrue in exactly k bit positions (k � 0), the
following events could be defined:

• A : dH(wrev,wtrue) = 0.

• A′ : dH(wrev,wtrue) � 0.

• B : wk and wtrue address the same bit value in S .

• C : dH(wrev,wtrue) = k, k = 1 to m (word size).

The probabilities of the above events would be:

P(A) =
1

2m−1
= 21−m (1)

P(A′) = 1 − 21−m (2)

P(B) =

(
m
k

) (
1

2m − 1

)
(3)

P(C) = P(A′B)

= P(A′)P(B)

=

(
m
k

) (
1 − 21−m

2m − 1

)
(4)

Recall that the above probabilities are evaluated under
the assumption that the number of zeros in S is equal to the
number of ones = 2m−1. Note also that the probability of
C can be evaluated in terms of A′ and B since the proba-
bility that the Hamming distance between wtrue and wrev is
k (1 ≤ k ≤ m) can be expressed as the probability that the
two words are not identical (k � 0) joined by the probabil-
ity that the reversed word (which is at distance k from the

Fig. 3 The expected fractional Hamming distances between true tem-

plates and reversed patterns using one trial of a brute-force attack for dif-

ferent word sizes.

true word) addresses the same bit value addressed by the
true word. Moreover, it is worth noting that both A′ and B
are independent since the probability of A′ depends only on
the word size m. Now, the expected bit error rate (BER),
that indicates the expected normalized Hamming distance
between the reversed template and the true template, could
be formulated as follows:

BER =
1

m

m∑
k=1

kP(dH(wrev,wtrue) = k) (5)

Figure 3 shows the expected normalized Hamming dis-
tances between the reversed patterns and the true templates
for m = 2 to 16 calculated according to Eq. (5). It is clear
from the figure that for small m values (< 4), large percent-
age of true templates could be revealed (approximately sixty
percent of the bits in the true template could be disclosed
when m = 3 and more than sixty five percent when m = 2)
using one trial of this brute-force search attack. However,
for m ≥ 4, it is shown that BioEncoding is robust against
the brute-force attacks since it is assured that the randomly
guessed pattern and the true template would be uncorrelated
(approximately 50% of the bits are different). Accordingly,
we recommend to use address words of size m ≥ 4 since the
security of BioEncoding against brute-force attacks might
be questionable for smaller lengths.
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Fig. 4 Example of BioCode inversion via correlation attack with 3 com-

promised databases (m = 3).

3.1.2 Correlation Attacks

For many template protection schemes, even though it might
be infeasible to obtain the original template from a single
protected template, it might be possible for an attacker to
get an exact (or at least approximate) version of the original
template by correlating different protected templates created
from the same biometric data if he could gain access to sev-
eral protected templates (along with their associated keys
used in the transformation/binding processes) that are used
in different applications. This is sometimes called a record
multiplicity attack [10].

One of the most vulnerable systems to the correlation
attack is the fuzzy vault scheme [5]. The security of tem-
plate protection schemes that are based on the fuzzy vault
construct relies on adding randomly generated points (called
chaff points) to a polynomial projection of the true biomet-
ric data (for example, fingerprint minutiae) to hide their very
existence. As described in [10], given two or more fuzzy
vaults generated using the same biometric data and different
chaff points, it is possible to recover the true biometric data
by correlating the compromised vaults since the only thing
in common in these vaults will be the genuine data. Using
only two vaults created from the same fingerprint minutiae
for 200 different fingers, the correlation attack is realized
against fuzzy fingerprint vault in [13] and the experimen-
tal results showed that 59% of vaults could be reconstructed
successfully. Biometric encryption might be also suscepti-
ble to correlation based attacks. It is argued in [10] that since
the same phase information are used in all user records, it
would be simple to estimate the user’s phase data, and hence
an estimation of the full signal, if an adversary could acquire
multiple samples of the same user in different applications.
With regard to BioHashing, it has been shown recently that
combining multiple BioHashes that are generated from the
same biometric data can reveal essential information about
the original features [15].

With respect to BioEncoding, compromising more than
one BioEncoded template can not only let the attacker to re-

veal some information about the original biometric data, but
also may enable him to recover the original features entirely
even with a limited number of compromised templates. As
explained in the previous Section and illustrated in Fig. 2,
due to the many-to-one transformation adopted in BioEn-
coding, every bit in a (single) compromised BioCode could
be originated from 2m−1 address words in the true template.
Assuming that the random sequences that are employed in
different applications are independent and identically dis-
tributed (for example, S 1, S 2 and S 3 in Fig. 4), it would be
expected that the fractional Hamming distance between any
pair of these sequences to be 0.5 (i.e. 50% of the bits in both
sequences would be similar).

Under this assumption, if the number of the compro-
mised databases is 2, then the many-to-one transformation
of BioEncoding would reduce from 2m−1-to-1 to 2m−2-to-
1. That is, every corresponding two bits in the (two) com-
promised BioCodes could be originated from 2m−2 address
words in the original template rather than 2m−1 words as in
the case of compromising a single BioCode. For example,
in Fig. 4, each ‘0’ in ‘BioCode1’ could be reversed to 1 out
of 4 (since m = 3, then 2m−1 = 22 = 4) address words in S 1

(‘000’, ‘011’, ‘101’, and ‘111’), but if both ‘BioCode1’ and
‘BioCode2’ are compromised, there would be four patterns
(‘00’, ‘01’, ‘10’, and ‘11’), composed from corresponding
bits in both BioCodes, rather than only two patterns (‘0’
and ‘1’) as in the case of compromising a single BioCode.
Now the attacker would have only two candidates to choose
from to reverse any pattern from these four patterns. For in-
stance, the pattern ‘01’ could be reversed to one of the two
address words ‘011’ and ‘101’. That is, in case of compro-
mising ‘BioCode1’ only, the attacker needs to invert a 4-to-1
(2m−1-to-1) transformation, however, in case of compromis-
ing both ‘BioCode1’ and ‘BioCode2’, the attacker needs to
invert a 2-to-1 (2m−2-to-1) transformation, as stated previ-
ously.

Generally, if the number of compromised BioCodes is
k, the many-to-one transformation of BioEncoding would
reduce from 2m−1-to-1 to 2m−k-to-1. If the number of com-
promised BioCodes reaches m (that is, k = m), the many-
to-one transformation would reduce to a one-to-one trans-
formation (i.e. invertible transformation). This implies that
for address words of size m, it is possible to recover the en-
tire features of the true biometrics data (or at least a close
approximation of the original template) if an attacker could
gain access to at least m databases. Figure 4 shows an exam-
ple of recovering the entire true template from three compro-
mised BioCodes for m = 3. In Sect. 4, we propose several
approaches for securing BioEncoding against correlation at-
tacks.

3.1.3 Optimization-based Attacks

If the matching score between the protected enrollment
sample and the protected verification sample could be ac-
cessed by an adversary, it would be possible to break the
protection system via optimization strategies, such as hill-
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climbing, by iteratively making small modifications to an
initial (random) verification sample retaining only modifica-
tions that enhance the matching score, between the resulting
transformed sample and the stored protected template, until
a sufficient match is achieved.

Adler [12] realized a quantized hill-climbing attack
against the biometric encryption technique with facial im-
ages. Experimental results showed that an approximate
match between the original image and a randomly cho-
sen initial image can be obtained after a number of itera-
tions. Theoretically, protection schemes that are based on
a similarity score as well as biometric encryption schemes
that employ short error correcting codes are vulnerable to
optimization-based attacks [9].

Fortunately, although BioEncoding relies on a score-
based matching, it is not susceptible to this kind of attacks
due to the strong many-to-one nature of its transformation
process. As described in Section 3.1.1, the complete pre-
image of a given protected BioCode contains 2n(m−1)/m tem-
plates. Therefore, if an attacker started with an initial ran-
dom binary pattern of the same size as the original template
and after a number of iterations he ended up with a pattern
that could generate an exactly similar BioCode, the prob-
ability that this pattern is identical to the original template
would be 1/2n(m−1)/m.

3.2 Privacy Attacks

Even if it is computationally infeasible to recover the
original biometrics data from protected ones, determining
whether two protected templates are driven from the same
biometric might pose a potential threat to users’ privacy.
One of the main goals of template protection systems is to
prevent cross-matching across different applications through
using un-linkable pseudo-identities for the same user across
different databases. In fact, satisfying this objective is
mainly related to the diversity requirement of cancelable
biometrics.

In BioEncoding, the lack of diversity could be orig-
inated from two main reasons. The first reason is due to
the high correlation existing among local biometric features
[16] and the second reason is due to similarity that might be
found among random sequences employed in the transfor-
mation process. The latter problem could be addressed sim-
ply through testing random sequences before use to ensure
that sequences employed in different applications are uncor-
related. Regarding the first problem, different approaches to
diminish correlation among biometric features are described
in the next section.

4. Securing BioEncoded Templates

What makes BioEncoding vulnerable to correlation attacks
is that the values of address words do not change across
the different applications of the transformation process and
hence all the corresponding bits (bits at same location i) in
different compromised BioCodes are always addressed by

the same value; that is, value of the address word at lo-
cation i in the original template (assuming that this value
is always the same regardless of the intra-user variations).
For example, the first bit in all the three BioCodes shown
in Fig. 4 are addressed by the same address word (‘101’)
in the true template. Therefore, modifying the values of ad-
dress words before every application of BioEncoding would
make its security against correlation attacks as robust as its
security against brute-force search attacks.

We suggest three different approaches to hinder the
record multiplicity attack on BioEncoding. The essence of
the three approaches is based on changing the values of ad-
dress words, in the true template, before every application
of the mapping process.

• The first approach is to use different lengths of address
words in different applications. If an attacker gained
access to two BioCodes belonging to the same user, he
would not be able to link the ith bit in the two BioCodes
to the same word in the true template since the value of
the ith address word used in the first application would
be different from the value of the ith address word in
the second application due to the change of word size.
Although this approach could make BioEncoding more
robust against record multiplicity attacks, it restricts the
renewability capacity of BioEncoding since one can-
not increase the size of address words at will. Address
words of large lengths would result in small BioCodes
that might be more vulnerable to simple brute-force at-
tacks.

• A more efficient approach is to permute the original
template, before applying the BioEncoding transfor-
mation, using different (secret) permutations in differ-
ent applications. Figure 5 shows a block diagram of the
enrollment and verification modules of the proposed
modified BioEncoding using this approach. Unlike the
first approach, the same size of address words could be
used in different applications since the values of cor-
responding address words are ensured to be different
as a result of the permutation process. Obviously, the
secret permutation should be stored in the centralized
database to be used during verification. Storing this
random permutation key would not affect the security
of the system since what is encoded is the permuted
template and hence this key would be useless to the
attacker unless he/she could reverse the encoded se-
quence which is practically infeasible for m ≥ 4 as
explained in subsection 3.1.1.

• Alternatively, the original template could be XORed
with a different random sequence of the same length
before applying BioEncoding in each new application.
Similar to the permutation approach, changing the val-
ues of address words is guaranteed after this XORing
process. Also, the random sequence which is XORed
with the true template needs to be stored to be used
during verification. Only if the attacker could reverse



OUDA et al.: ON THE SECURITY OF BIOENCODING BASED CANCELABLE BIOMETRICS

7

Fig. 5 Block diagram of the enrollment and verification modules of the proposed modified BioEn-

coding (permutation approach).

the encoded (and ciphered) template, which is compu-
tationally infeasible for m ≥ 4, this random sequence
could be XORed with the reversed template to recover
the original template.

Employing the above approaches would make inverting
the protected BioCodes using record multiplicity attack re-
quires an attacker to perform as many number of trials as
required in simple brute-force search attacks at a cost of
storing an extra random sequence (in case of XORing ap-
proach) or a random permutation key (in case of the per-
mutation approach). It is worth noting that if an adver-
sary gained access to the permutation key (or the random
string in the XORing approach), he would be able to obtain
the original template from the permuted (or XORed) tem-
plate since both permutation and XORing operations are re-
versible. However, as illustrated in Fig. 6, obtaining the
permuted (or XORed) template itself from a compromised
BioCode is infeasible since the BioEncoding transformation
process is non-invertible. That is, disclosing the permuta-
tion key would not pose any security threat on the proposed
modified BioEncoding method. As a result, similar to base
BioEncoding, the proposed modified scheme can still be
used without employing user-specific tokens or passwords.

Moreover, permuting the true template randomly (or
XORing it with randomly-generated binary string) would
diminish the strong correlation between the original features
before applying BioEncoding. This would enhance the di-
versity requirement significantly since applying BioEncod-
ing to the same biometric data after randomization would
be as applying BioEncoding to unrelated biometrics tem-
plates (i.e. belonging to different users) and hence it would
be more difficult for an attacker to use the linkage attack to
determine whether two BioCodes are belonging to the same
original template.

5. Experiments and Discussion

We have conducted several experiments to validate our se-
curity analysis of BioEncoding, testify the effectiveness of

Fig. 6 Obtaining the true template from a compromised BioCode is not

feasible even if the permutation key is known to attackers.

the proposed approaches, and investigate the impact of inte-
grating these approaches into BioEncoding on the matching
accuracy. The publicly available iris image database col-
lected by the Chinese Academy of Science-Institute of Au-
tomation, CASIA-IrisV3-Interval [20] was used in the ex-
periments. This database contains 2639 images captured
from 396 different classes (eyes). All the images are 8-bit
grayscale images with a resolution of 320 × 280 pixels.

The objective of the first experiment was to validate our
theoretical analysis concerning the resistance of BioEncod-
ing against brute-force attacks. In this experiment, iris codes
were generated from all images in the database using the
open source MATLAB implementation provided by Masek
and Kovesi [21] and BioCodes were then derived from all
iris codes for different word sizes (m = 2 to 16). For each
BioCode, zeros and ones are reversed randomly to one of the
address words that address ‘0’ and ‘1’ in the corresponding
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Fig. 7 Hamming distances between true iris codes and code patterns re-

covered via single brute-force guess for different word lengths.

random sequence, respectively. The Hamming distance be-
tween the reversed templates and the true iris codes were
then obtained and the average distance is calculated for ev-
ery m value. This experiment was repeated 100 times us-
ing different random sequences and the results were aver-
aged to reduce the statistical fluctuations. Figure 7 shows
the empirical (average) normalized Hamming distances for
different word sizes (from 2 to 16) along with the expected
values computed theoretically using Eq. (5). As shown in
the figure, the empirical results are almost identical to the
results calculated based on the theoretical interpretation pre-
sented in subsection 3.1.1. This conformity between theo-
retical and empirical results supports our recommendation
of avoiding using address words of length m < 4.

To measure the robustness of BioEncoding against cor-
relation attacks, we searched for patterns that consist of the
corresponding bits in different BioCodes derived from the
same iris code (for example, the pattern ‘010’ in Fig. 4) in
all the patterns which are composed of corresponding bits
in the associated random sequences and the address word
of the first matched pattern is selected as the reversed word
(for example, the word ‘101’ in Fig. 4) for that pattern. To
evaluate the success of this attack, the similarity between
the reversed template and the true iris code is measured us-
ing the normalized Hamming distance. We tested different
word sizes (m = 3, 4, 5 and 6) assuming different number
of compromised BioCodes (1 to 6) and the whole process
is repeated 100 times using different random sequences for
each configuration. The results obtained from this experi-
ment, shown in Fig. 8, indicate that the percentage of the
recovered bits in true iris codes increases when the num-
ber of compromised BioCodes increases. More importantly,
the results imply that for BioCodes generated using address
words of length m, more than 75% of the true template can
be recovered if the number of the compromised BioCodes is
m.

The above experiment, using the same setup, was re-
peated to test the effectiveness of randomly permuting the
true template (or XORing it with a random string of same

Fig. 8 Hamming distances between true iris codes and code patterns re-

covered using correlating different number of BioCodes (base BioEncod-

ing).

Fig. 9 Hamming distances between true iris codes and code patterns re-

covered using correlating different number of BioCodes (modified BioEn-

coding using XORing.

Fig. 10 Hamming distances between true iris codes and code patterns re-

covered using correlating different number of BioCodes (modified BioEn-

coding using permutation).

length) before applying the random addressing process of
BioEncoding. Figures 9 and 10 show the obtained results
for the cases of XORing and permuting, respectively. Slight
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differences between the normalized Hamming distances that
correspond to one and two compromised BioCodes, respec-
tively, can be seen in these figures. This is most likely due
to the statistical fluctuations that result from using random
permutation and XORing keys as well as the random se-
quences employed in the BioEncoding cancelable transfor-
mation process. However, in general, both figures show sim-
ilar results that illustrate the efficacy of integrating the pro-
posed ciphering step in the BioEncoding technique. Using
this step, the resistance of BioEncoding against correlation
attacks would become very close to its resistance against
brute-force search attacks since in every new application
of BioEncoding, different patterns are used for the same
iris code. Furthermore, correlating more BioCodes derived
from different permutations of the same iris code would pro-
duce more random templates as the number of BioCodes
increases since the probability of the average mismatch be-
tween the reversed words and the true words increases with
increasing the number of BioCodes employed in the attack
until the mismatch reaches 50% (totally random) as shown
in Fig. 9 and Fig. 10.

In order to validate the impact of the ciphering step
on the diversity of BioCodes derived from the same bio-
metric data, 100 different BioCodes (with word size = 6,
and employing different random sequences) were derived
from each iris code in the database. We measured the Ham-
ming distances between different pairs of BioCodes gener-
ated from the same iris code using base BioEncoidng and
improved BioEncoding (using permutation). The Hamming
distance distributions for both cases are shown in Fig. 11.
It is clear from the figure that the standard deviation of the
Hamming distances distribution of the modified technique
is less than that of the base technique as a result of the per-
mutation step which implies that the dissimilarity between
BioCodes derived from same iris codes has increased and
hence the diversity property of BioEncoding has been im-
proved.

Finally, to investigate the impact of integrating the ci-
phering step into BioEncoding on the matching accuracy,
a subset that contains 740 iris images (74 classes, 10 im-
ages/class) were selected from the adopted dataset. Then,
the genuine and imposter matching scores were calculated
for unprotected iris codes, BioCodes generated via base
BioEncoding and BioCodes derived via the modified BioEn-
coding (using both approaches: permutation and XORing).
All BioCodes were generated using address words of length
5. For genuine comparisons, the first template of each class
was matched against the other remaining nine templates of
the same eye, and for imposter comparisons, the first tem-
plate of each class was matched against all templates of all
the other classes. The equal error rates (EER) for the four
test scenarios are listed in Table 2 and their ROC curves are
shown in Fig. 12. The obtained results show that integrating
the ciphering step into BioEncoding has no negative impact
on the matching accuracy of the protection system.

Fig. 11 Distributions of Hamming distances between different BioCodes

derived from the same iris codes using base and modified BioEncoding.

Fig. 12 ROC curves iris codes and BioCodes derived using base and

modified BioEncoding.

Table 2 EER (Equal Error Rate) values of iris codes and BioCodes de-

rived using base and modified BioEncoding

Method EER
No protection 6.02
Base BioEncoding (m = 5) 6.34
Mod. BioEncoding (using permutation, m = 5) 6.27
Mod. BioEncoding (using XORing, m = 5) 6.63

6. Conclusion

In this paper, the security aspects of a recently proposed
cancelable biometrics scheme, BioEncoding, were analyzed
with respect to irreversibility and diversity. Three different
categories of attacks were investigated: brute-force search
attacks, correlation attacks and optimization-based attacks.
It has been shown that although BioEncoding is secure
against brute-force attacks and optimization-based attacks,
it is vulnerable to correlation attacks. We proposed three
different approaches to enhance the security of BioEncod-
ing against correlation attacks. Experimental results using
CASIA-V3-Interval dataset validated our analysis and con-
firmed the effectiveness of the proposed modifications to
BioEncoding in terms of security and accuracy.
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